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Aerostructures Passenger seats Pilot seats

Global solutions for aeronautical manufacturers and airlines

Worldwide presence Supports the major aeronautical players
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Mission-critical 

Devices
≠

HW Vendors

≠
Factories

≠
Device Types

Complex OT environment

Cybersecurity Policy
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Mission-critical 

Devices
≠

HW Vendors

≠
Factories

≠
Device Types

Need

• Obsolete OS (XP SP3, 7...)
• No connectivities to IT and Internet
• HW Vendors constraints (No AV software installation…)

150 IPC
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How hardened these Industrial computers ?
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CLEANINGCLEANING PREVENTIONPREVENTION

Obsolete OS  Supported Software ?

IPC  Performance impact

No network  how update threat DB ?

No AV  How clean it ?

IT security software ≠ OT security software

Main issues



Trend Micro proposition

CLEANINGCLEANING PREVENTIONPREVENTION

Trend Micro Portable Security
Malware scanning & cleanup for 

Air-gapped System and Standalone IPC

SafeLock
Application lockdown software for 

Air-gapped System and Standalone IPC
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Trend Micro Portable Security 3

No Installation Required
• Designed to scan mission critical systems that are not allow anti-virus 

software installed

Centralized Management
• Pattern file updates, configuration deployment, and correlation of 

scan logs and asset information can be centrally managed.

Easy Operation
• Scan and cleanup malware by removable scanning tool

• The built-in notification LEDs display the status of a malware scan.  

One Tool, Multiple Platforms
• Supports Windows (From Win 2000 to 2019) and Linux (CentOS & 

Redhat), from legacy versions to the latest builds.

Eliminate Shadow OT 
• Collects a detailed snapshot of asset data including computer 

information, Windows Update, and application lists simultaneously 

while the scan is being performed. 

Malware Scanning & Cleanup tool for 

Air-gapped System and Standalone PC  
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TrendMicro Safe Lock ICS Edition
Application and external device lockdown software 
for Air-gapped System and Standalone IPC

Events, logs, quick 

scan

Malware

Unknown file

Unauthorized 

change

Unauthorized 

USB device

Only allow 

approved files to 

be executed

Malware-

infected

USB device

Malware-

Infected

laptop

LockDown 4 in 1
• Operation Lockdown, USB Device Lockdown, Data Lockdown and 

Configuration Lockdown secure operational integrity while 

efficiently reducing the chance of downtime and cost of resilience.

Minimal performance 
• No Reboot

• No regular updates / Standalone

Easy Deployment and Maintenance
• All files that are allowed to execute on the terminal are 

automatically collected and registered to the approved list after 

installation. 

• Syslog to SIEM

Protect legacy operating system 
• Specially support the EOS windows such as Windows XP/2000.
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Why application Lockdown will be the more efficient ? 

9

Point of entry
Lateral

movement

C&C and 

Exfiltration

 Malware

 Ransomware

 Exploit

 Exploit Kits

 Drive-by Download

 Zero-Days

 SpearPhishing

 Targeted attack

 Credential users stealing

 Data stealing

 Network/system tools

 Worms

 Backdoor/RAT

 Data exfiltration

 Command & Control

PAYLOAD EXECUTION
APPLICATION 
LOCKDOWN
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TREND MICRO and MOXA as One

30 years’ Security Knowledge

High-Speed DPI Technology

World leader in Threat Research

31 years’ OT Knowledge

ICS Infrastructure and Protocols

Robust Hardware Manufacturing

TXOne 
Networks

Cyber Security 
Expertise

Industrial 
Mindset

Purpose-
Built 

Technology

IT/OT Convergence

IIoT Applications
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TXOne Offering 
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Industrial Next 

Generation IPS

Industrial Next 

Generation Firewall

Industrial removable 

media security

Industrial host-based 

Lockdown

Network Protection

Endpoint Protection

Policy Management, 

Reporter, Signature 

Update, Full Visibility

Centralized Consol

EdgeFire

EdgeIPS

Safe Lock

Portable Security

ODC

Platform
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ICS Threat 
Defense 
Tactics

Perimeter 
Defense

Inbound 
Equipment 
Inspection

Endpoint and 
USB 

Lockdown

Network 
Whitelisting 

Control

Virtual Patch 
and 

ContainmentConfiguration/patch 
mgmt.

29%

Implement application 
whitelisting

38%

Reduce your 
attack surface

17%

Build a defendable 
environment

9%

Monitor and 
respond

2%

Incidents responded by ICS-CERT : https://ics-
cert.us-
cert.gov/sites/default/files/documents/Seven%20
Steps%20to%20Effectively%20Defend%20Indus
trial%20Control%20Systems_S508C.pdf

Suggested Strategies from ICS CERT

Manage 
authentication

4%

Implement secure 
remote access

1%

Implementing 5 Tactics to prevent 98% incidents 
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ICS Threat 
Defense 
Tactics

Perimeter 
Defense

Inbound 
Equipment 
Inspection

Endpoint and 
USB 

Lockdown

Network 
Whitelisting 

Control

Virtual Patch 
and 

Containment

• EdgeFire

• EdgeIPS

• TippingPoint IPS

• EdgeFire

• EdgeIPS

• TippingPoint IPS

• EdgeFire

• EdgeIPS

• TippingPoint IPS

• EdgeFire

• EdgeIPS

• TippingPoint IPS

• Safe Lock

• Portable Security

• Safe Lock

• Portable Security

• EdgeFire

• EdgeIPS

• TippingPoint IPS

• EdgeFire

• EdgeIPS

• TippingPoint IPS

• EdgeFire

• EdgeIPS

• TippingPoint IPS

• EdgeFire

• EdgeIPS

• TippingPoint IPS



QUESTIONS ?


