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Industrial collaborations

Our detection capabilities

What is signature analysis ?

What is an industrial IS ?

What is protocol analysis (DPI) ? 

Securing data transmission in an industrial environment 

1.

2.

3.

4.

5.

6.

The themes we are going to address

Stormshield Network Security
Protection of industrial networks IT & OT7.
Stormshield Endpoint Security
Engineering workstation8.

ISBL - Industrial Security Business Line 
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Stormshield - In a few figures

CRITÈRES COMMUNSCLOUD 
NATO / OTAN

EU 
RESTREINT

ANSSI

Réseaux
Stormshield 

Network
Security

Postes de 
travail

Stormshield 
Endpoint  
Security

Données
Stormshield 

Data  
Security

PHYSICAL NETWORKS

CONNECTED INDUSTRIAL 
INFRASTRUCTURES

VIRTUALIZED CLOUD 
NETWORKS

ISBL - Industrial Security Business Line 
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Industrial collaborations
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Sortie officielle

Stories of our industrial collaborations

ISBL - Industrial Security Business Line 

Always looking for new 
partners
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What is an industrial IS
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What is an industrial IS

IT

OT

Management information technology/office automation 

DMZ - Convergence gateway between IT and OT
Equivalent to an NOC 

Supervision and control of production lines 

Industrial IT: Programmable Logic Controller 

Actuators - fieldbus

ISBL - Industrial Security Business Line 
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Protection of orders sent to PLCs
• Function codes
• Memory address
• Service sets

Partitioning
Communication protection
Remote access protection

Our protection and detection capabilities

IT

OT

Protection of control panels
• Hardening
• USB Device Management

ISBL - Industrial Security Business Line 
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Our detection capabilities
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Firewall (IPS) vs. Sensor (IDS)

Flow Protocol Message Answer

SIGNATURE DPI

I
P
S

ACTIF

I
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S

PASSIVE 

Level of control
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What is signature analysis?

Analogy with the identity card
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Compliant Non-compliant

Analogy with the identity card

ISBL - Industrial Security Business Line 
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• Example of a flow

• Signature:  111101 We are looking for a value
no matter where it is located

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

Risk of false positive by detecting 
the signature in the wrong place

• The photo is on the identity card

What is a signature in the flow

ISBL - Industrial Security Business Line 
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• Example of flow for the COMET protocol

• Signature:

• Header : xxxxxx11 We look for the value 11 in the header

• Command : 1101 We look for the value 1101 in the command

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

• The photo is on the identity card.
• But on the right

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

What is a signature in the protocol

ISBL - Industrial Security Business Line 
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What is protocol analysis (DPI) ?

Analogy with the identity document
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• The photo is on the identity card
• But on the right

• The first name is different on the MRZ 
band

• Example of flow for the COMET protocol

• The RFC of the COMET protocol tells us:
• If command 1101 then the length of the parameter field is 12 bits

• Configuration:  
• command: 1101

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

length 12 bits 

RFC analysis (DPI) per message

ISBL - Industrial Security Business Line 
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• The photo is on the identity card
• But on the right

• The first name is different on the MRZ 
band

• And on the VISA

• The RFC of the COMET protocol tells us
• If command 1101 then the length of the parameter field is 12 bits

• The answer packet of message 1101 has a value of 1
before the last bit of the header

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

Header Command Parameters

1 1 0 0 0 0 1 1 1 1 0 1 1 1 1 0 1 1 1 0 1 0 0 0

Length 12 bits 

Request

Length 12 bits 

Answer

RFC analysis (DPI) by Exchange [Stateful]

ISBL - Industrial Security Business Line 



19

Securing communication
in industrial environments
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1 2 3 4 9 1
6

Internal memory 
addresses
1  Robot ON
2  LED ON
3
4
9
16

 Entering function codes in PLC memory 
addresses Sequence programming

Programmer

Deep protection

ISBL - Industrial Security Business Line 
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1 2 3 4 9 1
6

Internal memory 
addresses
1  Robot ON
2  LED ON
3
4
9
16

Operator

 Authorization to write values to 
PLC memory zones 9 and 16

 Authorization to read values to 
PLC memory zones 1 to 16

 Read and Write authorization IHM cockpit production line
Modbus, S7, 
OPC DA, …

Deep protection

ISBL - Industrial Security Business Line 
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700+ Owner Protocols
UMAS, S7, TSAA, SAAT, HNZ, …….

DPI on 10+ Supported protocols 
natively on our FW
 MODBUS
 OPC Classique 

(DA/HDA/AE)
 EtherNet/IP
 CIP
 BACnet/IP

 IEC 60780-5-104
 OPC UA
 UMAS
 S7
 DNP3

20+ Standardised protocols
Modbus, OPC Classic, EtherNet/IP, 

CIP, BACnet/IP, IEC 60780-5-104, OPC 

UA, ICCP, IEC 61850, MQTT
S
T
O
R
M
S
H
I
E
L
D

SNS – Focus on IPS and personalized signature

ISBL - Industrial Security Business Line 
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SNS – Features available throughout the range

ISBL - Industrial Security Business Line 
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700+ Owner Protocols
UMAS, S7, TSAA, SAAT, HNZ, …….

DPI on 10+ Supported protocols 
natively on our FW
 MODBUS
 OPC Classique 

(DA/HDA/AE)
 EtherNet/IP
 CIP
 BACnet/IP

 IEC 60780-5-104
 OPC UA
 UMAS
 S7
 DNP3

Custom Pattern
 To be adapted to the business context
 Comply with the protocol RFC
 Avoid handling errors

20+ Standardised protocols
Modbus, OPC Classic, EtherNet/IP, 

CIP, BACnet/IP, IEC 60780-5-104, OPC 

UA, ICCP, IEC 61850, MQTT
S
T
O
R
M
S
H
I
E
L
D

SNS – Focus on IPS and personalized signature

ISBL - Industrial Security Business Line 
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 Take a trace of the communication 

 Custom pattern scripting and simplified 
implementation of the file on the FW

 FW adapted to the business context

 Able to protect the OT environment with a 
protocol that no longer complies with the RFC

Wireshark

Custom Pattern

SNS – Custom Pattern

ISBL - Industrial Security Business Line 
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Stormshield Network Security

Industrial network protection
IT & OT 
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Main sites and VPN concentrators

SN710 SN910SN510

Data centers and network cores

SN2100 SN3100 SN6100SN310

Small remote sites

SN160 SN210

Virtual Appliance Range

Manufacturing - SNi40

CENTRALIZED ADMINISTRATION  – SMC 

O
N
E

F
I
R
M
W
A
R
E

EVA1 EVA2 EVA3 EVA4 EVAU

Water Management - SNiXX Energy – Oil & Gas - SNiXX

SNS - End-to-end protection - convergence IT & OT 
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SNi40 : Industrial Firewall

SNi40
• Developed as part of the NG-IUTM project, 

Stormshield/Schneider Electric partnership sponsored by 
ANSSI

• Tested and validated by Schneider Electric and Siemens
France

• Hardened equipment (IP30, -40 + 75°C)

• Redundant power supply :  24V (12-36V)

• DPI on Industrial Protocols : Modbus, UMAS, S7 200-300-
400, EtherNet/IP, CIP, OPC UA, IEC 60870-5-104, OPC 
(DA/HDA/AE), BACnet/IP

• Safety mode (By-Pass)

• Certified CSPN Industrial FW
Qualified at the STANDARD level

Gbps

Fw+IPS

(UDP)

2,9

Gbps

Firewall

4,8

Gigabit 

ports

5

FOR THE SECURISATION OF THE OT

ENVIRONMENT WITH STRINGENT CONSTRAINTS

ISBL - Industrial Security Business Line 
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Stormshield Endpoint Security
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Supervision Engineering console Remote 
maintenance

SES – The protector of industrial PCs

ISBL - Industrial Security Business Line 
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Interoperability of business applications, validated 
by 

End of life SES : Extended 
support 

April 2014 2021

July 2015 2021

Signatureless protects against unknown 
threats, oriented towards behavioural analysis 
without any connection to the Internet..

Extend the security of your obsolete equipment, 
that are no longer supported by Microsoft

Device control, USB access management by
authorizing or blocking ports and removable
storage devices

Low resource footprint, on the 
protected system

Contextual policy, Protection of the industrial 
workstation with a security policy that 

dynamically adapts to the context

Qualification, Common 
Criteria EAL3+ et FIPS 140-2

SES – Points to remember

ISBL - Industrial Security Business Line 
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Results
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Stormshield at the Guiana Space Center

End to End protection deployed or being deployed for multiple 
projects

ISBL - Industrial Security Business Line 



22, rue du Gouverneur Général Éboué 
92130 Issy-les-Moulineaux FRANCE

Industrial.security.business.line@stormshield.eu +33 (0) 9 69 32 96 29

Get in Touch

Thank you
We look forward to seeing you again
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Code review
& Crypto Expertise
Evaluator: Source code 

analysis and pentests / 

Vulnerability absence 

Control

Evaluation

Evaluator verifies the TOE 

conformity (product) with the 

Security Target

Vendor and evaluator  

define the security 

target (ST)

Target

Common Criteria & ANSSI: Certification vs Qualification 

Tests

Evaluator validates the 

solution robutness

Validation

The organism (CC or ANSSI) 

delivers the CC certificate

Validation

ANSSI delivers the 

QUALIFICATION certificate

Adding RGS 

conformity criterias 

to the ST

Target

Tests - Compliance

Evaluator attests the 

robustness of the solution 

and the RGS conformity

ISBL - Industrial Security Business Line 


