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By bringing
together the NTT
family, we are
better positioned
than ever to make
a difference

*annual average over the next 5 years across NTT Group

NTT Group

One of the largest ICT

companies in the world by comblned revenue
revenue

Bringing together
leading ICT

companies
to deliver high value

40,000

Employees in NTT Ltd

Deli : NTT Group investes
elivering E 6 billion* in R&D
Services in over Ily
. ~..and Hﬂroys 5 SOQ;R&
200 countries e
across 5 regions | -



The new business model that has emerged to
operate Iin the digital world

Connected Software-defined
workplace infrastructure
Digital customer
experience
Data driven "‘j"” | Secure
94
o

The intelligent
business




NTT has a unique breadth of integrated capabilities

Enabling a smarter world

N By ?

Financial services Telecoms Technology Manufacturing Automotive Energy and utilities
((9 Disrupt and transform your future with
<) Intelligent Innovation

Accelerate business transformation with Empower and connect your workforce with an

Intelligent Business Intelligent Workplace
secure by design secure by design

Security

Predict, detect, and respond with
Intelligent Cybersecurity  secure by design

ICT infrastructure

Drive business agility with
Intelligent Infrastructure  secure by design

((( Managed Services
((( Support Services




What we do (O NTT

We partner with organizations globally to shape and achieve outcomes through intelligent technology solutions
For us, intelligent means data driven, connected, digital, and secure.

('»> Disrupt and transform your future with
<:) Intelligent Innovation
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&

Accelerate business Empower and connect your Drive business agility Predict, detect, and respond
transformation with workforce with an with with

Intelligent Business Intelligent Workplace Intelligent Infrastructure Intelligent Cybersecurity
secure by design secure by design secure by design secure by design
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We can advise you on the
a threats you face and the
security posture you - »
we deliver need to adopt 5

solutions that are secure by design

*aﬂ-e

We'll give you the threat
intelligence you need, secure
your OT, loT, and multicloud,

and protect you against

We'll architect and implement the required
solution across your infrastructure,
workplace, and business solutions

4 ransomware
*
W de all thi By partnering with us you overcome - Analysts and clients think we're
aszcﬁznp;)\e”d eSZrViCIeS your skills gap and-get access tothe . one of the best, and we’re
. world’s best security technologies, even stronger with NTT

on a global basis

. . - ready to go - Security behind us
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Business Process “Telegestion” @ NTT

Industrial PC

Programming Supervisor Historian License
Control
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ICS Architecture : Purdue Model

SCADA Network

PLCPCPID

Sensor Actuators Hardware

Level 3 .
Manufacturing ok
Operations )

Engineering Work Station
Level 2 (EWS) Domain Controller

Redundant Process

Supervisory ﬁ % %

Level 1
Process
Control

Level 0
Field Devices/
Process




ICS Architecture : The reality !

Example 1 — Water industry — Internet -
& -
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ICS Architecture : The reality !
Example 2 - Manufacturing @ NTT
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IT vs OT
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I'T

Confidentiality

Integrity

Avallability

OT

Safety

Availability

Integrity

Confidentiality

PRIORITY




How do you use
cybersecurity to
secure the

physical world?

How do you secure
system that don’t
run IPv4 or Windows

or Linux or have a
display?

How do you secure a system that was
designed 10 years ago, not to be
patched or upgraded?



Attackers

Nation States
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Online Attacks on Infrastructure Are Increasing at a
‘Worrying Pace
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Hacktivists

KrebsonSecurity

26 DHS Wams of 'Hacktivist’ Threat Against
Industrial Control Systems
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Cyber Criminals

Ftiaary 1, 207

RSA 2017: Researchers create ransomware for

industrial control systems
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ICS Malware Timeline O NTT
= SECURITYWEEK

““““ el INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS

Subscribe (Free) | CISO For

Malware & Threats Cybercrime Mobile & Wireless Risk & Compliance Security Architecture  Secu

= threat{pos CloudSecurity ~ Malware  Vulnerabilities ~ Privacy

Control Systems “testbed” for G

around the wg

Home » Security Bloggers Network » Braaking Research: Lock mwiars Impacts Norsk Hydro

Breaking Research: LockerGoga Ransomware Impacts
g =3 P
Norsk Hydro

NEWS TOP 10 OPINIONS FEATURE ~

AllReviews V. Laptops /Tablets Phon(ESEEREEE
"Triton' Malware Atte s e e e
Industrial Safety Sy: .

BY MICHAEL KAN 15 DEC 2017, 6:26 AM

The Hacker News E

'Havex' Malware Strikes Europ)

The malware, believed to have hit a target in the Middle Eas
safety system controllers, causing them to potentially ignore

Malware that car
used in factories
attacked at least
East.

Researchers create a s

and can be programmetTTSOIIE 3

Just ke Famous Stuxnet Worm, which was specially designed o sabota

LAS VEGAS — Security researchers at Black Hat USA described a proof-of-cencept worm that
sargets weaknesses within automated industrial control systems used to manage critical

project,
Déand btbe cacabil ssibly disable hudool

Invisible weapon

Wannacry / NotPetya
BlackEnergy 3 PLC-Blaster

Buthow?

Stuxnet gets onto the network

Havex/Dragonfly/ Crash Override/ Triton/Trisis/
Stuxnet Energetic Bear BlackEnergy 2  Irongate Industroyer HatMan

| | | | | | | | | |
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Time discovered



Cyber Attacks Cost

Security
NotPetya ransomware attack cost us
$300m - shipping giant Maersk

IT crippled so badly firm relied on WhatsApp The massive ransomware bill faced by Mer

challenges’, the company says in its latest financial report

NotPetya ransomware outbres

NotPetya cyber attack on TNT Express cost FedEx $300m
Falling victim to global ransomware attack “posed significant operational

O NTT

$300M per quarter

By
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her enterprises like Maersk and FedEx.

FOODPROCESSING Norsk Hydro ransomware incident lses
reseh S40 il giler oyerest.

Home / Articles / 2017 / Malware May Have Cost Mondelez $100 Million

Malware May Have Cost Mondelez $100

A June 27 ransomware attack crippled the top food company, especiall
business units.
Nov 08, 2017 Volcl HPE Primera.

Iri &t 100 En mavelr plus

| Print =] Email

A June 27 global malware incident may have impacted Mondelez International’s I
$100 million.

In its third quarter financial report, released Oct. 30, the global snack company n¢
expenses of $47 million as a result of the incident in the three months and $54 m!
ended September 30, 2017." While those figures may not be additive, a number ¢
the company’s total cost at $100 million or more
HPE Primera.
At the time of the ransomware attack, Mondelez . i Wi {
reported a computer outage across its global
operations. “Given the timing of this significant global

BUSINESS

INSIDER TECH | FINANCE & POLITICS = STRATEGY  LIFE | ALL

Ukraine power company says hit by
second cyber attack Thursday

Reuters Jun. 30, 2017, 3:05AM  ¢43

KIEV (Reuters) - Ukrainian
state power distributor
Ukrenergo was hit by another
cyber attack on Thursday which
used a computer virus different
from one that hit Ukraine on
Tuesday, said Ukrenergo's
acting head said.

The second attack did not affect

Ukraine's power network, Dispatcher shows diagram of power lines inside control room of
Vsevolod Kovalchuk told a news Ukraine's National power company Ukrenergo in Kiev

Thomson Reuters
briefing on Friday.

"The virus was slightly different, of a different nature, similar to WannaCry," he said. "The
effect from it was insignificant, as some computers remained offline."

attack, despite our best efforts, we experienced
disruption in our ability to ship and invoice during the last four days of our second| ¥ ¥ . T ——
markets where we have permanently lost some of that revenue due to holiday fea 1 ) e ki
expect we will be able to recognize the majority of these delayed shipments in oul - Serurty
Linux ta get kernel ‘Loc koo
feature

Back to the third quarter report: “The malware affected a significant portion of the
distribution and financial networks... the company executed business continuity al
contain the impact and minimize the damages and restore its systems environme

The cyber attack has been called alternately a variant of Petya, a known ransom _
ransomware that Kaspersky Lab dubbed ExPetr. Reports say the bug locks a computer and then demands
a $300 ransom to be paid in Bitcoins




ICS Vulnerabilities O NTT

Theme Details

Policy & Procedure * No formal ICS security training and awareness
program
 Lack of access control policy
« Lack of authentication policy
» Inadequate incident detection and response plan
and procedures

Architecture and Design ¢ No visibility
* No Security Perimeters defined
* No segregation between IT and OT

Threat Detection * Intrusion and detection / prevention not installed

Maintenance e Poor remote access controls
 Lack of OS and Application




IEC 62443
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Compliance for OT Networks O NTT

Information Petroleum/ Electrical :
General-Purpose : : Railway
System Chemical Power Smart Grid
Control System System
Plant System
) )
organisafon NIST NERC NISTIR ISO{;EACN?SZ)NB
ISO/IEC Cyber IAEA ap 2628
27001 Security Nuclear
(ISMS) Framework IEC WiB Security
System 62443 C'Sﬁ?cife Certification Recommen IEC 62280
ertrication .
{ ) dations IEC 61850
(SSA) Rev.5

Device/ Achilles Certification IEEE

Component 1686
(EDSA)

Specific IEEE 2030

Technologie ISO/IEC
s 29192 IEC 62351
(encryption,
etc)

International Standard Industry Guideline




IEC 62443 @ NTT

v’ Series of standards initially developed by ISA (International Standards of
Auditing), later utilized by IEC (International Electro technical Commission)

v' The ISA99 standards development committee brings together industrial cyber
security experts from across the globe to develop ISA standards.

ISA 99
Developed

First standal
ANSI/ISA

including NIST)

6 standards
published or
under revisiq

First technical Convergency
reports with the IEC




Who are the stakeholders targeted?

Customers

Provider




Overview ISA/IEC 62443 Series

ISA-99 / IEC 62443 covers requirements on processes / procedures as well as
functional requirements

IEC 62443 / ISA-99

General

Policies and procedures

System

Component

1-1 Terminology, concepts
and models

2-1 Establishingan IACS
security program

3-1 Security technologies
for IACS

4-1 Product development
requirements

1-2 Master glossary of
terms and abbreviations

2-2 Operating an IACS
security program

1-3 System security
compliance metrics

2-3 Patch management in
the |ACS environment

Definitions
Metrics

2-4 Certification of IACS
supplier security policies
and practices

Requirements to the
security organization and
processes of the plant
owner and suppliers

3-2 Security assurance
levels for zones and
conduits

3-3 System security
requirements and security
assurance levels

Requirements to a
secure system

4-2 Technical security
requirements for IACS
products

Requirements to secure
system components

IR Tl [ Processes fprocedures |




62443-3-3: System Security Requirements
and Security Levels ©) NTT

Security Level

Foundational Requirements

e L . SL-0  No specific security protection necessary
FR1 AC Identification, Authentication and
Access Control ‘ SL-1 Protection against casual or coincidental
i —~ Jse contrd i oo inst international violation
. authentication control :
FR3 DI Data Integrity 4 | 1eans with low resources,
FR4 DC Data Confidentialit FRa?f;ilr:elfi?iltlJ(e 3 Tk | T ind low motivation
FR5 RDF Restrict Data Flow ' inst international violation
FR6 TRE - R A :al means with moderate
ime Response to . - .
P FR 6 —Timely response ER 3 —Data| ) 'S §peC|f|c skills and
FR7 RA Resource Availabil to event Bae i L vation
FR 5 —Restricted data FR 4-Data inst international violation
flow confidentiality

>al means with extended
:S specific skills and high

e Target == Achieved




ISA/IEC 62443-3-2. Security Risk Assessment,

System Partitioning and Security Levels

ldentify System Under Consideration (SuC)

High-Level Cyber Security Risk Assessment

Partition the SuC in zone
Detailed Risk Assessment by zone

Define security measures



Secure Water
Production and Distribution

O

NTT



NTT’s Approach

High level Risk
Assessment

Based on IEC
62443-3-2

SuC identification

Suc Partitionning

Security
Measures

Detalled Risk Assessment




STEP 1 : Identify system under consideration (SuC )

P

Offlce site | C i >
| o u - | —
User PC[_‘J@ " % N CKPrivate NetWt)rlb

User PC Industrial PC
- T ] — .
r | :
" DC
Programmlng

. Licence . )

© O WWW . Mall . File
. ﬁ Intranet . "

SuperV|S|on & Control

..etc . Proxy__,




STEP 2 : High Level Risk Assessment

Supervision & Programming
ooooooo




STEP 2 : High Level Risk Assessment

Measuring the impact of a risk scenario on the company

Impact Rating

Reputation

Impacts subscale

Operational

Legal

Financial

Human

0 Minor

2 Moderate
3 Severe

Impact on the
organisation
reputation can
be scaled from
an isolated
criticism by
the mass
media to a
permanent
deterioration of
its image

Operational
impact can be
scaled based on
the number of
sites impacted,
the production
interruption
duration .

The legal
impact is scaled
according to the
severity of the
legal

consequences :

from isolated
prosecutions
to various
convictions/pe
nalties

The financial
impact is
estimated on a
scale based on
percentages of
the Company
annual revenue

The human
impact is
estimated on a
scale based on
percentages of
people harmed
by the event




STEP 3: Partition the SuC

AN
Key Success: :
Risk :Q
Criticality [
Operation Function
Feasibility

| Enterprise Network

|! ..................... C_:-a.Fr.lﬁl:j;.

%\

Requirement:
Good
understanding of
business process

| Industrial Network
| Zone #1

INn zone concept

O NTT

S | Internet
W} |\
I . =
I} |
1 | —
=SS E ST e = | %
|
= -
EET —
|
...................... 'i VPN
i On demand

| Remote Service
IZone

Supervision

Control Programming




STEP 4: Detailed Risk Assessment by zone

IEC 62443-4-2 Technical Security
Temporary SL-T Requirements for IACS
defined previously  Components

Verify the security

Choose the capabilities for each
zone components (SL-C)
independently
4.2

Inputs from the vendors

62443-3-3 System Security
Requirements and Security
Levels

Analyze the current
security level of
system and all existing
counter measures

4.3

Inputs from the ~ OT Pentest

customer : IT, CISO,
Operational ICS

O NTT

Security Roadmap

Define the future
counter measures to
reach the SL-T

STEP 5: Define
security measures



STEP 4: Detailed Risk Assessment by zone

Example o

| Industrial Network

| Zone #1

Step 4.1: Verify the security
capabilities of each
component before installation

e Interview with the vendors
* Analyze Technical document
IEC 62443-4-2 Technical Security

Requirements for IACS
Components

Step 4.2: Analyze the security
level of the current system
and all current counter
measures

e OT Pentest
e Interview with the integrator
e Interview IT Team

62443-3-3 System Security
Requirements and Security
Levels

Step 4.3: ldentify all
vulnerabilities and
the target security
level

Define all counter measure
to reach the target security
level and correct
all vunérabilities



STEP 4.2: Attack scenarios during OT Pentest

Attaquant

externe

Attaque Phishing: cible
RH/finance via contact
recrutement

Acces au
réseau interne

Mangquede sensibilisation utilisateur :
Exécution de code malveillant —Prise
de contréle d’un poste utilisateur

Recherchestype OSINT—o

Utilisation de LinkedIn pour
lister les employés

Compromission de services

» wvulnérable au bruteforce: _»

Interface Webapp Outlook

obtention de comptesvia
motsde passefaibles

Acces WiFi
depuis Fextérieur
(authent.avec
compteAD
simple)

exposésvulnérables

Exploitation de vulnérabilités
systémesen DMZ
Ex: MS17-0100u Bluekeep
-> Admin du domaine (IT)

—>

Manquede cloisonnement
réseau: vol de hashsvia
attaquesdetype
empoisonnement réseau

v

Cassage des mots de passe
faibles (horsligne)

v

Prise de contréle d’'un poste
et d’'uncompte
administrateur

\ 4

Accésala VM control

\ 2

Rebondset
manipulationde
Fensembledes
chateauxd’eau

Rebond et prise de contrdle des
PLC : communication Modbus,

A

altération mémoire et
reprogrammation

Légende :

Exploitation




STEP 5: Define security measures

Level 5
Level 4

OT-DMZ
(Level 3)

Level 3

Level 2

Level 1

Level 0

/[e]
devices

OT sensor Factory

Cell #2

I
«Q» SSL VPN allows integrated RBAC
[ Internet
Enterprise ,}*-._\
- 10 (1
é [_l_.— | e o P E Level 6
‘ c
Analytics Servers
OT DMZ
i §F B
cal B~ — i [ |
Patch Jump Active Historian AV &
management  server  directory sandbox Web gateway
Factory network
Engineering LAN Management LAN
R alt l l
L © < e
o= e : == - =
Printer Operator  Engineering  Application e NGFW OT sensor Camera
station station server manager manager recorder
Factory ’
Cell #1 |
Operator Deployment Phases
station . HMI

Foundational : Network segmentation to reduce
impact of an attack & control access

Enhanced : Additional & granular network
segmentation with additional security context

Advanced : Advance security protection

10T / Mobile a
[— 3
Mobile Remote users Things

Security controls

NGFW / segmentation
Vulnerability management
Patch management
Remote access VPN / IAM

* Secure swnc!lng

Anti-virus

Intrusion prevention system
Application whitelisting
Configuration management
Email gateway

Web gateway

Network sandbox
Anomaly detection
DNS security
Deception honeypot
DDoS protection
MDM

SOC / SIEM

DLP




STEP 5: Define security measures (not exhaustive)

Technical Measures

OT/IT Segregation
OT Segmentation

Visibility
OT Threat Detection

Identity and Access
Management

SOC

Organizational Measures

Business Description

(Operation process,
Criticality..)

Asset Management

Policies and
Procedures

Risk Management




Success Key for ICS Security

Collaboration

o



Thank you!

O

Practice Leader OT/loT Security
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