1 O

SEKOIA.IO

Utilisation de STIX

COMET 2021



Agenda

Rappels sur STIX

Cas concrets

Difficultés

SEKOIA.IO

Perspectives

TLP:GREEN



D
STIX c’est quoi

STIX est un format graphe pour modéliser la threat intelligence

Modélisation de multiples objets

® (Campagne

Secteur

Mode opératoire

o
x| x P,
o
=]
W

Contre mesures

Indicateurs

Groupe d'attaquant

Modélisation des relations

® Liaison

® Observation

Format lisible par les machines, graphes compréhensibles par 'humain
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Historique

e Origine

B Naissance de 1’idée sur mailing list US en 2010
Volonté de standardiser les indicateurs pour mieux partager
Projet académique avec sponsoring DHS, US-CERT, MITRE en 2012

Puis reprise industrielle et internationalisation en 2015

e Combats menés
B I0C de Mandiant gagne la premiere manche
B MISP objects reste un challenger
B STIX prend son envol avec STIX v2 (2017)
|

Généralisation progressive dans 1’industrie depuis 2019 avec STIX 2.1
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Le format

"type™: "bundle",

"id": "bundle--5d0092c5-5f74-4287-9642-33f4c354e56d",

"spec_version": "2.0",

"objects": [

{

"type": "indicator",
"id": "indicator--8e2e2d2b-17d4-4cbf-938f-98eed46b3cd3f",
"created_by_ref": "identity--f431f809-377b-45e0-aalc-6a4751cae5Fff",
"created": "2016-04-29T714:09:00.000Z",
"modified": "2016-04-29T14:09:00.000Z",
"object_marking_refs": ["marking-definition--©89%a6ecb-ccl5-43cc-9494-767639779123"],
"name": "Poison Ivy Malware",
"description”: "This file is part of Poison Ivy",
"pattern”: "[file:hashes.'SHA-256"' = 'aec®70645fe53ee3b3763059376134¥058cc337247c978add178b6ccdfbO@l1of" 1"

"type": "marking-definition”,

"id": "marking-definition--34098fce-860f-48ae-8e50-ebd3cc5e4lda”,

"created": "2016-08-01T700:00:00.000Z",

"definition_type™: "tlp",

"definition™: {
"tlp": "green"

1

}
]
}
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Les Objets (SDOs) importants

TTP Objects
2
)
D)
Supporting Objects Remediation Objects Detection Objects
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Les relations (SRO)

\_/
@-
o °

Relationship

Sighting

Standard Relationship Objects Special Relationship Objects

TLP:GREEN



Le langage (STIX patterning)

Observation Expression Observation Expression

| 1
| ‘
\ |
g\ / '\
/ Comparison ; Observation Expression | ‘
[ Comparison Expression  Expression Operator Comparison Expression \ Operator Comparison Expression \ Oualifier

‘ ‘ , | | \ ' \
| | | |
([i\pv4-addr:value = "] OR |ipv4-addr':valule = (y.'] FOLLOWEDBY [(liomain-nalle:valucle = l'Z',]) WITHIN 600 SECONDS

- . | J J

| b
\'r J ' .’r / T \l '

Object Path Comstant Object Path Constant Object Path Constant
Comparison Comparison C‘:;:::::l:n
Operator Operator
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Le transport (TAXII)

Base de

. 1 vwvwwwvx
connaissances '
s “-1  Producer 2
X .
— - Consumer 1
connaissances
CTI
1
1
! X
1
[ Producer 1
X .
Consumer 2
request / response

Base de

connaissances TAXIL
CTI Producer 2
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SEKOIA.IO

Modélisation

STIX dans le cycle du renseignement
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1O

Amélioration du cycle du renseignement / Outils & Analystes

Diffusion

Distribution en flux technique
Distribution en rapport
Navigation au sein d’une base de
connaissance

Orientation
Choix de la direction et du focus

4 2
Analyse Collecte
Vérification Capture de SCO
Relations Relations génériques selon collecteur

S

Traitement
Reconnaissance automatique de SCO

Enrichissement avec bases de SCO
Qualification et vérification
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Modéliser de la CTI stratégique en STIX

Un rapport sectoriel interne
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& Un rapport interne

e UnPDF
B Avec texte
B Et images
B Encapsulable en base64

e Transformable en structure STIX
B Un objet REPORT représentant le rapport
o Des informations de marquage sur
m La confiance

m Lasource
m Les criteres de diffusion

o Des objets différents qui lui sont reliés
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ot ls e @ ) 2 Name 2 - Le marquage Cre

Created at
BRINT - Etat de la Menace Ransomware (Octobre 2021) SEKOIA Oct 8,2021
SEKOIA.I0 [ ——_—
External Ids Modified at
R Oct 8,2021

WHITE

Confidence Oct 8,202
e 3'— Toutes les données associées

Report types Published at

Confirmed by other

sources

- ipti 8 . 1-

. CEEE— Descripti¢ {x malware A threat-actor identity & attack-pattern # campaign o
Sources Ns TLP Name Subtypes Confidence Sources Updated date
SEKOIA

Depuis d¢ Cuba o 1 SC<OA 7 months ago
— kg
3 | ; 2 administr
tely reliab
ompletely reliable nombre d
l'année. Conti oE—— 1 SEKOIA 6 days ago
BlackMatter aEE— 2 months ago

BR|INT Octobre 2021

Colossus — 1 10 days ago
1 - Le rapport source

KARMA ransomware — 2 about 2 months ago
LockBit — about 1 month ago

15
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Modéliser de la CTl tactique en STIX

Une campagne d'attaque
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& Une publication

e Un blog post sur Internet
B Du contenu avec des éléments connus et inconnus
B Différentes formulations
o Certains contenus sous forme de phrases
o Certains sous forme de listes d'indicateurs

e Transformable en structure STIX

B Une campagne clairement identifiée
B Des objets associés

B Possibilité de pivoter autour de chaque objet pour relier d’autres
campagnes
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€ Charming Kitten [
1 — Un blog post B
€ > C a T ® = @ & GO @ g )

%, VB%°21 Register Partners Programme SAicharming Kiten's Chilstmas ok 2
"’2: . o ibuted-to 4% CharmingkKitten - targeting Covid.

< Back
UNC?788: Iran’s decade of credential .
harvesting and surveillance o

operations

Emiel Haeghebaert (FireEy:

Driven by the authoritar|
corps (IRGC) and Minis
domestic surveillance q
foreign targets of strate,
UNC788's most recent d

Home /

O
00

Campaign

L= ]

Confidence

Confirmed by other sources

—— 1

Sources

www.mandiant.com

—— B
Usually reliable

Intelligence / Cre]

esting with PINEF...

Name

Credential Harvesting with PINEFLOWER malicio

arnal Ids

Aliases
Credential Harvesting with PINEFLOWER malicious ap|

Description

In March 2021, Mandiant analysts uncovered a wid

1 graphical

‘Systom Network Connactions Discovery

Extitration Over G2 Channel

3 — Pivot et représentation graphique

Foreground Fersiongn intormation Dvswv°

Web Sorvico: Bidiroctonal Communication Capture Audo

USES  use Access Contact List e
UsEs uses

o Phishing
File and Diroctory Discovery

Jse T
USES ‘accountinbox,com

i INDICATE
Network Traffc Capture or Rediroction
e
PINEFLOWER
g Wil..| INEFLOWER malcidlé app
UsE
Access Call Log e NDICATES ¢ S
JSES INC INDICATE e
INDICATES A
ORIGINATES-FROM

Application Discovery.

hardshipmanagement.com

socuro-toam.xyz

T et ““@d-w‘mmaamﬁwmm

Standard Applcaton LAyt PIaRi 10ssag0s

L e e ——

/%

ATTRIBUTED-TO

ORIGINATES-FROM

E iran, Iﬂ#ﬁubl\: of

youtuboe-

08, COMIDICATES

TEDTO

ATTRIBUTEL ATTRIBUTED-TO

Operation SpoofedScholars(...}A Conversation with TA453

Charming Kiten - BadBioof.. Jodical Research Personnel

Relationships xternal References  Rep
targets uses indicates originates-from
Type Name Confidence External Source

2 — Les relations

diant

m

39 minutes ago
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Modéliser de la CTl technique en STIX

L'évolution d'une infrastructure
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& Un mode opératoire

e Une propriéte technique d'un groupe d’attaquants
B Qui les caractérise

B Qui peut s’observer sur un actif informatique

e Permettant de découvrir des nouveaux indicateurs modélisables en STIX
B Contexte et description
B Sensibilité de 1’information
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27 lines (27 sloc)

811 Bytes

1 — Un tracker

title: malleableC2_wikipedia
uuid: f99cf47f-lea8-1leb-aba4-00155d7e7a61
status: production
description: |
Default certificate for malleableC2 defined in github
author:
confidence: 99
created: 2020-10-07
modified: 2021-06-14
malwarefamily: Malleable C2
references:
- No ref

classification: GREEN

- type: tlp
value: amber

- type: pap
value: amber S

Confidence

Confirmed by othe

condition:
SEKOIA
- OR:

Completely reliable

- type: CensysV2
query: '"C=US, ST=CA, L=San Francisco, 0=, OU=Wikimedia Found

- type: Onyphe
query: 'issuer.commonname:"x.wikipedia.org" issuer.organizati

2 —

Indicator

AMBER

Confidence

Confirmed by other sources

——

Sources

Home / Intelligence /

3 — Les compléments

Created by Created at

[ ] SEKOIA Mar1,2021
Modified at

oct, 2021

Valid from

Feb19,2021

Pattern (stix)

ipvé-addrvalue - [N

Kill chain

Cyber Kill Chain MITRE ATT&CK

Weaponization Deli

Reconnaissance

A

t Strike feature handling c:

Relationships  External References

indicates uses

8 Kill chain
Usually reliable
Cyber Kill Chain
e Announced to be used by FIN12 (Mandiant report) but outdated information
Completely reliable (&) agree
SEKOIA C2 Tracke
Relationship: s Raw Object

indicates

External Source

SEKOIA
Cobalt Strike about 1 hour ago
wwwmandiant com

7 months ago

% MalleableC2 o— 2 SEKOIAC

External references

—

Completely reliable

There is no external reference for this relationship

5 WIZARD SPIDER - Cobalt Strike distrib. SEKOIA 7 months ago

G

& 1061519767
3 31348 —

Les indicateurs associés

e— 1 SEKOIA, SEKOIA C2 Tracker about 2 hours ago

2 SEKOIAC2 Tracker about 2 hours ago

2 SEKOIAC2 Tracker about 2 hours ago

<OIA C2 Tracker

about 2 hours ago

<OIA C2 Tracker about 2 hours ago
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La détection

Usage basique de STIX patterning
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Exemple

1 - Des evénements

2 - Repérage d'un
indicateur dans le
contenu

3 - Génération
d'une alerte

4 - Utilisation des
pivots pour créer
du contexte

SEKOIA.IO | DEMO-PROD-COMMUNITY -

Home / Alerts / AL3BIYWhj5Vh

) SEKOIA Intelligence Feed
40

ID AL3BIYWhjsvh - Matched 9 days ago
Details  Tasks  Events 13813 Graph Investigation

Alert Type Impacted Assets Impacted Entity  rgency Timeline

malware - Demo CS

Related cases 12 Oct, 2021

Intrusion using Cobalt Strike i
ow

Threats 40 ET request from 10.0.45 //20199.M16167/dpixel (status: 20C
o previous
@ EICAR SEKOIA test campaign  { Cobalt Strike
18:45:20

ET request from 10.0.45 /20199.116.167/dpixel (status: 20C

18:42:19

Kill chain phases: Cyber kill chain User made GET request from 10.0.4.5 /20199.116.167/dpixel (status: 20C

Command any Actions on €. Event 0183919
Reconnaissance Weaponization Delivery Exploitation Installation T e
‘ User made GET request from 10.0.45 //2019916167/dpixel (status: 20C

Triggered rule & Event ©183719

User made GET request from 10.0.4.5 ldemocs ddns.net/ca (status: 20
SEKOIA Intelligence Feed

S & Event 0183019

Detect threats based on indicators of compromise (I0Cs) collected by SEKOIA's Threat and Detection Research team.
User made GET request from 10.0.4.5 //2019916167/dpixel (status: 20C
£ Event © 182819

User made GET request from 10.04.5 ldemocs.ddns.net/ca (status: 20

£ Event O 182519
User made GET request from 10.04.5 l[democs.ddns.net/ca (status: 20

20.199.116.167 malicious-activity

Pattern (stix)
€ Event O 182219

[ipv4-addr.value = 20199116167 User made GET request from 10.0.4.5 l[democs.ddns.net/ca (status: 20

. Confirmed by other sources & Event ©182119
CONfideNnce  qu— 1 Sources SEKOIA User made GET request from 10.04.5 //2019916167/dpixel (status: 20C

€ Event 0181919

User made GET request from 10.0.4.5 ldemocsddns.net/ca (status: 20
EICAR SEKOIA test campaign
€ Event © 187619

Context This campaign has been initiated by SEKOIA to create a complete environment that can be used to simulate a real threat actor User o made [GET] request from [I0045 e e (status[E8
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La réaction

Utiliser les Course of Actions
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Flaywuvne v™

Home / Alerts / ALVNwtM2Y8iZ

XA Enrich alert with VirusTotal @

s System process in a suspicious folder - Enrich alert with information from Virus
Exe m I e D ALVNWEM2Y8iZ - Matched 9 days ago Total
Home / Alerts / ALVNWtM2Y8iZ
i= View previous executions v
Details Tasks Events 12 Graph Investigation

\) System process in a suspicious folde|
7

ID  ALVNWtM2Y8iZ - Matched 9 da Progress o/1 Hunting HarfangLab

Playbook to interact with HarfanglLab's EDR
© collect more information on the concerned case and get processes information

’I — D eS evé n e m e nts Details Tasks Events 12 Graph In:

B Collect more information on the concerned case = View previous executions
K

2 - Caractérisation B
d’'un comportement | __ o =
malvei”a nt ER Event O 143859 1 EXECUTED ON

Process c\windows\system32\rundll32.exe EXECUTED ON

created by adminuser on lab-cs-vm

EXECUTED ON STARTED
c:\windows\explorer.exe

L4
3 - TTP assocles 18 Oct, 2021 o EXE(\I‘—:QEEU?ED ®@ USES EXECUTABLE
Cg  EXECUTED ON

5a Event Q182318 EXECUTED ON ECUTED
adminuser @
@

) o TA
created by adminuser on lab-cs-vm EXECUTED STARTED D explorer.exe

ST @@ findows\sysnaivekunglia2 pxes)

. Jhellv1.0\p
USES EXECUTABLE

Process c\windows\system32\rundll32.exe

EXECUTED

4 - Contremesures .
JORT ., Bm Event © 182207
C r e d I b | e S a S S 0 c I e e S Process c\windows\system32\rundli32.exe

created by adminuser on lab-cs-vm

Via inOt s I ‘v..ndows\syswow64

Em Event © 182107 s

powershell.exe

Process c\windows\syswow64\rundlI32.exe

. ciwir i exe -ep byj
created by adminuser on lab-cs-vm @
28 Event ©1820:57

Interpreter: F

Process Injection

Process c\windows\system32\rundlI32.exe

created by adminuser on lab-cs-vm
Masqueradin® Match Legitimate Name or Location

B8 Event © 181946

Process c\windows\system32\rundll32.exe

created by adminuser on lab-cs-vm
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Les subtilités

e APT31, cestquoi?

e Mimikatz c'est quoi?

e Solarwinds c'est quoi ?

TLP:GREEN 27



R

Le travail collaboratif

e Compréhension de STIX
B Training minimaliste

e Doctrine d'équipe
B Interprétation des objets
Sens des relations
Maniere de modéliser ce qui n’existe pas

8IS CTITERM

DOCTRINE QF USEQF AN

Nomenclature
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La capacité a travailler ensemble en France

e Nombreux groupes au cours du temps pour partager

e Seule initiative qui ait fait ses preuves : Communauté MISP

CAMPUS
o CYBER

e Nouvelle initiative Campus Cyber avec vraie envergure
B Objectif : créer ensemble
B Moyen : méthode commune
B Format : STIX plebiscité
|

Scope : Modélisation OSINT pour commencer

TLP:GREEN 30



Idées fortes

ATOUTS VIGILANCE

e STIX est devenu stable et éprouvé e Besoin dune méthode commune

L T . B Doctrine CTI
e Format adapté a une capitalisation

B Massive
M Contextualisée e Besoin d'un outillage compatible
B Ou tout est relié B Pour produire
B Pour consommer
e Format adapté a la diffusion (TAXII)
B Massive

B Thématisée
B Structuration ISAC

TLP:GREEN 31



1 O

SEKOIA.IO

Neutralisez les menaces avant impact

www.sekoia.io



