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Aviation, Space and Cyberthreat economies
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AIRPORT
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Source: Bromium
$1.5 Tn

TOTAL 
CYBERCRIME 
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-
ILLICIT 

PROFIT(2018)

$812 bn

Source: IATA

TOTAL AIRLINE 
REVENUES (2018)

TOTAL AIRPORT 
REVENUES 

(2018)

Source: ACI

$161 bn

GLOBAL SPACE 
REVENUES (2019)

$366 bn

Source Euroconsult, Bryce, SIA

≡ 10% of EU GDP rely 
on GNSS availability

Espionage
$ vs IP

(APT, state sponsored)



Growing competition among ransomware groups (1/2)

PARTNERSHIP/AFFILIATE PROGRAMS
(Source Avos, Lockbit2.0)

WORK ETHIC/REPUTATION
(Source Balckmatter, Babuk, CloP)



Growing competition among ransomware groups (1/2)

COMPETITION ON COMPUTATION SPEED
(Source Lockbit2.0)

Encryption speed :

- lockbit: 266 MB/s

- Lockbit 2.0: 373 MB/s

- Others: Max. speed ~185 MB/s 

Download speed speed :

- StealBIT by Lockbit: 83.46 MB/s

- Others: 4.82 MB/s

Qualitative & Quantitative demonstrations



Overview of cyberattacks on space ecosystem
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Satellite Jammer

Electronic interference: 
satellite jamming

Spying the signal
Eavesdropping 

Virus infection
Trojan / Malware
Command takeover

Supply chain

Ground station

Rogue ground station

Rogue ground station

Tier-1

Tier-2

Supplier compromise

Ground network
Operation Center

Ground network compromise

Cloud service compromise

End users
End users & terminal hijacking
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Example: Supply chain compromise
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ILLUSTRATION OF THE SUPPLY CHAIN COMPROMISE IN THE SPACE INDUSTRY

The operating satellite embedding the chipset
performed key exchange with other satellites or
ground stations to allow confidentiality of
exchange information. The random code
generator is used to generate keys.

The key is compromised by the faulty
chipset. The code generator being not
“random” some pattern can be guessed after
several tries, ultimately allowing rogue
satellites or ground stations to read
intercepted satellite communications.

III

The supplier distributed the chip
to satellite operator. In this case,
the chipset was used for a
military satellite managing using
cryptographic keys.

II

During the production, a chip
has been compromised. The
compromise happened at an
atomic level which suppose
significant means and
capabilities, probably a state.

I

IV

Case mentioned by ESA during a conference
Declassified at YE2018
Detection of the flaw took ~6 months
Could have had catastrophic consequences

• Test showed that the blueprint of the chip was
exactly compliant with specification and
expectations

• Used in sophisticated military satellite
• Management of cryptographic key exchanges

• The random code generator proved not random
• Key could be guess in less than 30 minutes.
• According to ESA, this type of attack was obviously

super power which has developed this kind of
capabilities.



Space Cybersecurity Economy: A rough estimate
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Source Euroconsult, Bryce, SIA

~
$366bn

GLOBAL SPACE REVENUES
(2019) 

Weighted average of 
IT spend as % of 

revenue

https://www.flexera.com/blog/technology-value-optimization/it-spending-by-industry/

8.2% $30bn

Rough estimate 
of Space IT 

budget

Recommended 
averaged cybersecurity 

budget as % of IT 
budget

10% < $3bn

Space 
cybersecurity 

economy 
rough estimate



Evolution of Space IT and Cybersecurity budgets
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EVOLUTION OF IT BUDGET

$bn

EVOLUTION OF CYBERSECURITY BUDGET

$bn

25 %
CAGR

(2016-2021)
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Adoption curve & factors
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“Recommended” cybersecurity 
budget as % of IT budget

10%0% 25 %

Ex. of a 25 small satellites 
constellations:
8.5% allocated to cyber

Ex. of a government or 
Defense program
Security budget ≥25%

Ex. of small sat 
projects with no 
security consideration

Adoption S-curve

FACTORS IMPACTING 
CYBERSECURITY LEVEL

(From sat. manufacturer 
perspective)



Information sharing landscape:  2 main ecosystems

Space-ISAC:
HQ Colorado Springs
14 founding members
Around 25 current members
Start activities 2020
Numerous partner agencies
Part of NCIs
US-centric PPP open to international

EU institutions:
CCSE/ESA: Cybersecurity Center of Excellence “the enabler for
collaborative cyber information sharing” under the Technology
and Product Phase of ESA’s ARTES
ESPI: EU Space Policy Institute
ENISA: foster the creation of ISACs, encourage collaboration
EUROCONTROL: ESA partner, REX on aviation
EDA: European Defense Agency: enabler for ministries of defense

EU collaborative groups:
COMET Cyber: CNES initiative, expert community
SGAC: Supported by the UN though very active in EU
Various independent communications groups (discords, slacks, etc.)

Status for MEA, CIS, APAC ?
11



Space-ISAC internals (public info.)

FOUNDING MEMBERS

COLLABORATORS

COMMUNITIES OF INTEREST
• Smallsats COI
• Blockchain COI
• Workforce COI

WORKING GROUPS

• Information Sharing Working Group
• Analyst Working Group
• Supply Chain Working Group 

(CyberInflight part of on the chair)

TASK FORCESPARTNER AGENCIES

DoJ, DoD, NSA, DHS, Dept. of State,
US Space Force, Space Command,
Missile Defense Agency, National
Reconnaissance Office, CISA

NASA, Air Force Research Laboratory,
NIST, US DoC

GENERAL 
MEMBERS

(only public members 
are shown)

MEMBERSHIP

• SPD-5
• CMMC
• Table Topic and Exercise TF
• Space ISAC Summit

THREAT INTEL PLATFORM
• Threat Intel
• Daily Observations
• Information sharing
• Surveys

CONFERENCES, EVENTS
• VOSS
• Space ISAC Summit
• REX, member 

discussions, etc. 12



US approach

S-ISAC: Feedback & Observations

View on RoW

3

Nascent 

ecosystem

2

• Strong willing to expand the member base
• Encourage participation of EU members
• The EU point of views seem expected during 

discussions
• The CN concern is a strong and recurring

1

• Early stage of the ISAC / Creation effective in 2020
• Definition phases:

• Nascent with many initiatives still under construction
• Focus on the WHY and WHAT before the HOW

• Not yet entering into more practical/technical exchanges
• Time consuming participation

Legacy -

Influence
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• ISAC platforms can be seen as “tools” by providers 
to penetrate specific markets (CTI, others)

• Some founding members brings expertise and 
vision from other experienced ISACs, avoid 
common roadblocks and use best practices

• S-ISAC has a different approach than other ISACs 

What about an EU equivalent of the Space ISAC ?

• US mindset: openness and trust for members & partners
• No feeling of hierarchy, ability to collaborate to any group
• Easy to approach other members
• Big to small members (major to startup)
• Not political

• Mostly US centric
• Very few EU members
• Very well connected with the US ecosystem

• Ambitious group
• Many ongoing initiatives 
• Willing to reach more than 100 members by the next year
• Weekly follow-up and observable progress

13



Space conferences dedicated to cyber in the last 2 years

“Aviation Village” renamed
itself “Aerospace Village”
First Hackasat edition gathered
2,000 teams of hackers

First event of this kind
Started in 2018

Organizers: S-ISAC, NIST, AIAA, DoD, 
DoC, DHS, USAF, MITRE, CISA, etc. 
Supported by : Aerospace 
Corporation, Lockheed Martin, MITRE, 
Booz Allen, Kratos, Verizon, etc.

DEFCON

HackasatNyanSat

By the Defense Strategies Institute
More Intelligence and military than cyber

CYSAT ’22 is the only European event entirely
dedicated to cybersecurity for commercial
space applications, taking place online and
in Paris, organized by CYSEC. EU events

Organized by Estonia

COMET cyber

14



Space cybersecurity Initiatives & Specific documentation
(not exhaustive)

ESA-EDA 
cooperation 
framework
Oct. 2021

Space Policy 
Directive

SPD-5
Sept. 2020

SPD-4
US Space 

Force 
Establishment

Feb. 2019

Commandement
de l’espace

creation
Sept. 2019

Space Overlay

NIST 800-53 
Rev5

CNSSI 1253 Document Type Title Published

CCSDS 350.0-G-3 Green The Application of Security to CCSDS Protocols Mar. 2019

CCSDS 350.1-G-2 Green Security Threats against Space Missions Dec. 2015

CCSDS 350.4-G-2 Green CCSDS Guide for Secure System 
Interconnection Apr. 2019

CCSDS 350.6-G-1 Green Space Missions Key Management Concept Nov. 2011

CCSDS 350.7-G-2 Green Security Guide for Mission Planners Apr. 2019

CCSDS 350.8-M-2 Magenta Information Security Glossary of Terms Feb. 2020

CCSDS 350.9-G-1 Green CCSDS Cryptographic Algorithms Dec. 2014

CCSDS 351.0-M-1 Magenta Security Architecture for Space Data Systems Nov. 2012

CCSDS 352.0-B-2 Blue CCSDS Cryptographic Algorithms Aug. 2019

CCSDS 356.0-B-1 Blue Network Layer Security Adaptation Profile Jun. 2018

CCSDS 357.0-B-1 Blue CCSDS Authentication Credentials Jul. 2019

CCSDS A13.1-Y-1 Yellow CCSDS Recommended Procedures for Cloud-
Based Interoperability Testing Jun. 2018

CCSDS-SEASEC DOCUMENTATION

Training range 
at the EU 

Space Security 
Education 

Center
Sept. 2020

NIST DOCUMENTATION

NIST IR 8270

CMMC 2.0
Nov. 2021

Syracuse 
launch

Oct. 2021

A SHIFT 
TOWARD MORE 

SPECIFIC 
GUIDANCE

ACCELERATING 
SPACE-CYBER 
INITIATIVES

Space Systems 
Critical 

Infrastructure 
Working 

Group
May 2021

OTHERS

NIST IR 8323
OTHERS
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Supporting the industry through market intel. resources

florent.rizzo@cyberinflight.com

Space Cybersecurity Market Intelligence report
- Interview campaign
- Information sharing
- Case studies definition
- Identification of key relevant topics
- Data exchange
- Open to any collaboration and contribution…

CONTRIBUTE TO THE 
NEXT EDITION OF OUR 

STRATEGIC REPORT
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