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Modern cryptographic schemes

1975 • Data Encryption Standard (DES)

1976 • Diffie-Helmann (DH) key exchange protocol

1978 • Rivest Shamir Adleman (RSA)

1991 • InternationalData Encryption Algorithm (IDEA)

1991 • Digital Signature Algorithm (DSA)

1992 • Elliptic CurveDigital Signature Algorithm (ECDSA)

1993 • Blowfish

1999 • Triple-DES

Legend :
symmetric scheme
asymmetric scheme
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Current security

vs. computing power (2019)

1 standard machine : 64 bits architecture
26

A concrete example
During 2018, there were 289 SHA-256 hashes computed on the blockchain
BITCOIN...

Security in 2019
Setting parameters so that best known attacks have complexity (at least) 2128.

Classical best known attacks :
Symmetric primitives : brute-force
Asymmetric primitives : GNFS, sub-exponential complexity
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Current security vs. computing power (2019)

1 standard machine : 8 cores
26×24

A concrete example
During 2018, there were 289 SHA-256 hashes computed on the blockchain
BITCOIN...

Security in 2019
Setting parameters so that best known attacks have complexity (at least) 2128.
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Current security vs. computing power (2019)

1 standard machine : 4 GHz
26×24×22×109

A concrete example
During 2018, there were 289 SHA-256 hashes computed on the blockchain
BITCOIN...

Security in 2019
Setting parameters so that best known attacks have complexity (at least) 2128.

Classical best known attacks :
Symmetric primitives : brute-force
Asymmetric primitives : GNFS, sub-exponential complexity
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Current security vs. computing power (2019)

1 standard machine : running 1 month
26×24×22×109×60×60×24×30

A concrete example
During 2018, there were 289 SHA-256 hashes computed on the blockchain
BITCOIN...

Security in 2019
Setting parameters so that best known attacks have complexity (at least) 2128.

Classical best known attacks :
Symmetric primitives : brute-force
Asymmetric primitives : GNFS, sub-exponential complexity
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Current security vs. computing power (2019)

NSA≥ 10 000 standard machines ?

(without possible GPU, ASICS, ...)

26×24×22×109×60×60×24×30×105

A concrete example
During 2018, there were 289 SHA-256 hashes computed on the blockchain
BITCOIN...

Security in 2019
Setting parameters so that best known attacks have complexity (at least) 2128.

Classical best known attacks :
Symmetric primitives : brute-force
Asymmetric primitives : GNFS, sub-exponential complexity
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Better quantum algorithms

1975 • Data Encryption Standard (DES)

1976 • Diffie-Helmann (DH) key exchange protocol

1978 • Rivest Shamir Adleman (RSA)

1991 • InternationalData Encryption Algorithm (IDEA)

1991 • Digital Signature Algorithm (DSA)

1992 • Elliptic CurveDigital Signature Algorithm (ECDSA)

1993 • Blowfish

1999 • Triple-DES
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Shor’s algorithm
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Consequences of Shor’s algorithm on PKC

Factoring becomes
polynomial-time
Discrete logarithm becomes
almost polynomial-time

In other words, security as we know it
becomes down...
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Grover’s algorithm
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Consequences of Grover’s algorithm

(n-entries) Database search takes O (
√

n) queries instead of O (n).

Consequence over symmetric crypto :
→ The length of the secret key must be doubled to preserve the same level of

security

Consequence over hash functions :
→ More tricky (depending on the model, the size of the quantum computer,

. . . ), at least +33% to preserve the security level

Towards new security standards / Quantum computers and their impact over current security 12



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

How far are we from a large-scale quantum computer ?

Analog to Moore’s law for quantum computing : the number of qubits (y-axe, logarithmic scale) approximately doubles every year (x-axe). (Source : D-Wave)
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Large-scale quantum computing : a caveat

This analog to Moore’s law has several drawbacks :
essentially corresponds to multiple 32 qubits architectures mounted in
parallel
fault-tolerance remains an open problem
still far from what is required to factor 2048 bits moduli

In 2019, the largest quantum computer features 72 qubits (Google).
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Open challenges towards quantum computing

More work in required to embrace a large scale quantum computer :
the developing error-correcting codes for error-free quantum computing
building architectures and interfaces between quantum computers and
communication systems
developing reliable quantummemories
developing quantum programming languages, compilers and middle-ware
stack

Still, a Sword of Damocles hanging over our heads

, and now is the time for
designing quantum-safe alternatives.
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In themeantime, other algorithms...

1978 • Rivest Shamir Adleman (RSA) [RSA78]

1978 • McEliece cryptosystem (error-correcting codes) [McE78]

1979 • Lamport (one-time) signature scheme (hash based) [Lam79]

1988 • C∗ cryptosystem (multivariate) [MI88]

1991 • InternationalData Encryption Algorithm (IDEA)

1996 • NTRU cryptosystem (lattices) [HPS98]

2006 • Isogeny based encryption [RS06]
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Using different primitives

The aforementioned schemes are based upon :
euclidean lattices,
error-correcting codes,
security of hash functions,
multivariate polynomials,
supersingular isogenies.

Until now, none of these primitives are known to allow quantum speedups.
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Standardization ongoing...

2012 • NIST begins PQC project

Apr. 2015 • 1st NIST PQC workshop

Aug. 2015 • NSA statement

Feb. 2016 • NIST-IR 8105 on PQC + announcement of standardization plan

Aug. 2016 • Draft requirements and evaluation criteria released for comments

Dec. 2016 • Finalized requirements and criteria

Nov. 2017 • Deadline for submissions (82 received, 69 complete & proper)

Apr. 2018 • NIST 1st PQC conference (co-located with PQCrypto’18)

Jan. 2019 • NIST annouces the 26 candidates considered for the 2nd round

Aug. 2019 • NIST 2nd PQC conference (co-located with Crypto’19)
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Main candidates’ features

Hard to make general statements about post-quantum crypto standards as each
primitive has its pros and cons.

But, generally speaking :

→ Expect larger public keys⇒ increase storage capacity

→ Expect larger ciphertexts⇒ increase bandwidth

→ Expect smaller moduli⇒ room for faster algorithms
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A team of experts next to you

Carlos Aguilar Melchor (ISAE-Supaéro) andmyself (ÉNAC) are involved (together
with a lot of people) in NIST’s standardization process :

4 submissions still in race for standardization (2nd round)
Provide either encryption or key-exchange
Some of our candidates feature best properties among all candidates

Together with Jérôme Lacan (ISAE-Supaéro), we are announcing the creation of a
workgroup around post-quantum cryptography.

Stay tuned, or reach out directly to us if interested :
pqcrypto@recherche.enac.fr

Towards new security standards / Counter-measures and work in progress 21
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A team of experts next to you

Carlos Aguilar Melchor (ISAE-Supaéro) andmyself (ÉNAC) are involved (together
with a lot of people) in NIST’s standardization process :
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Conclusion

To sum up :

Current standards’ security is well-studied/understood
There is a growing threat with quantum computers
We have time to widely deploy quantum-safe security
But not enough time to waste it : we must act now
Infrastructure will require some upgrades, we must anticipate them
Quantum-safe primitives are undergoing a thorough standardization
process
Local experts next to you are willing to help :)

Thanks !
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