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EUTELSAT AT A GLANCE
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EUTELSAT SATELLITES
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SATELLITE CONTROL ACTIVITIES

7 Currently 25 Satellites are being controlled from the EUTELSAT Paris SCC
2> Geo arc from 133°W to 174°E

7 Currently 4 Satellites are being controlled from the EUTELSAT Mexico SCC
2> Geo arc from 113°W to 117°E

7 Satellites manufactured by 6 different prime contractors, 10 main bus types

> Airbus Group (formerly EADS)
- 10 Eurostar 3000s

> TAS

-> 5 Spacebus 3000s
- 7 Spacebus 4000s

2> Other manufacturers (one satellite per manufacturer)
-> SSL: 1300 0mega 2 & 3
- ISRO: 13000
- Boeing: 601HP & 702SP

> eutelsat 5
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SATELLITE CONTROL ACTIVITIES

7 6 new programs in development
> EUTELSAT-7C
> EUTELSAT-5WB
2> EUTELSAT QUANTUM with flexible paylaod
> EUTELSAT KONNECT
> EUTELSAT KONNECT-VHTS

> EUTELSAT HOTBIRD NEXT
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SATELLITE CONTROL ACTIVITIES

7 The means to control a satellite include:

> Control centres where satellite status is monitored, operations are performed (reconfigurations,
manoeuvres...) and orbits are determined.

2 Ground stations in charge of the link between the spacecraft and the control centres.

> Telemetry Command and Ranging (TCR¥*) equipment in charge of the modulation/demodulation of
the signals exchanged with the satellite.
* The term of "TTC"” (Telemetry, Tracking and Command) is equivalent to TCR.

7/ For each EUTELSAT satellite controlled from the SCC:
> Telemetry data are received from one or two TCR sites in redundancy, and transmitted to the SCC.
> TeleCommand data issued from the SCC are transmitted to the satellite from one TCR site.

- Ranging measurements are performed at SCC request from two TCR sites. The location of the TCR
sites must be such that the Ranging data allow good orbit estimation (triangulation method).
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SATELLITE CONTROL ACTIVITIES

(stable or drifting)

stable pointing)

Position Attitude Impact on ground-satellite link
LEOP Elliptical orbits * Variable (sun-pointed, boost, Satellite moving in the earth reference, variable
calibrations...) incidence of the signal on the satellite.
Drift Quasi-circular Earth-pointed Slow motion of the satellite, stable incidence
On-station Circular Earth-pointed Best case
Emergency May be variable May be variable (earth, sun or no | Possible slow motion, variable incidence, possible

failures

Extended lifetime

Inclined orbit

Earth-pointed

Periodic motion

Deactivation

Can be assimilated to the drift or LEOP phase

* perigee as low as 250 km, apogee up to 60000 km (supersynchronous injection)
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SATELLITE CONTROL ACTIVITIES - GROUND TO SATELLITE ARCHITECTURE

Encryption Encryption

< > < > Control Centres:

Software & Computers
Main Control Center Backup Control Center

Routers and lines:
Data transport

N N | p—

7 Modulation/Demodulation

%7%7 s YYYYYVYVYY | RF equiment:
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Transmission/Reception
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SATELLITE CONTROL ACTIVITIES

7 The design Telemetry Command & Ranging (TCR) systems is driven by the following
concepts:

2> Ranging from two sites for orbit determination (triangulation)
> Operational continuity for TM/TC in case of loss of a site

> Large S-band stations dedicated to emergency support

> Large Ku-band stations dedicated to emergency support

2> Other emergency support services for back-up purpose, in C, S and Ku bands.
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SATELLITE CONTROL ACTIVITIES

#/ Each TCR site is connected to the prime SCC and
to the backup SCC via two independent lines
(terrestrial and/or satellite).
7 All sites are equipped with redundant routers

-
TCR SITE

and switches.

PAR_SBU_LO02

PAR_SBU_LO1

SBU LAN
SWITCHES

RMB SCC BU
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SATELLITE CONTROL: ISO 9001 CERTIFICATION

BOTH:
« SATELLITE CONTROL FOR ON-STATION AND LEOP OPERATIONS

AND:
+ GROUND CONTROL SYSTEM DESIGN, ENGINEERING AND PROCUREMENT ACTIVITIES

ARE ISO 9001 CERTIFIED SINCE JULY 2005.
THE QUALITY POLICY AIMS AT:

+ Ensuring satellite safety

+  Satisfying customer operational requirements

+ Maximising in-orbit availability of satellites for commercial services
+ Maximising satellite propellant lifetime

BUREAU VERITAS

Certification
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SATELLITE CONTROL: ISO 27001 CERTIFICATION

+ THE DOMAIN OF SATELLITE CONTROL INCLUDING THE REMOTE TCR
SITES ARE ISO 27001 CERTIFIED SINCE NOVEMBER 2009.

+ THE SECURITY POLICY AIMS AT:

+ Protecting the data against all threats, internal or external;

+ Designing the requirements for the availability, integrity and confidentiality of the
computer systems and data;

+ Maintaining the security means in order to keep the risks below an acceptable level.

u v
Lo ﬁ&

o
IS0 27001 fom -;
BUREAU VERITAS = «
Certification

Tg28
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ISO 27001 CERTIFICATION

7 Requirements overview

Leadership

Planning

SZER\
ISO
NS

ISO/NIEC 27001:2013

Improvment

Evaluation Operation
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ISO 27001 CERTIFICATION - FEEDBACK AFTER TEN YEARS

7 Difficult to really act
permanently

7 Some security best
practices not adapted to
satellite control

7 Administrative perception
from technical teams
@ 7 Update effort

7 Satellite operation on-
boarding

7 Risk analysis reflex
7 Audits

7 Legal requirements
7 Stakeholders

7 Documentation
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